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Did you know? 

60% of all attacks  
are carried out by 
malicious insiders or 
inadvertent actors
IBM X-Force Cyber Threat Index 2016

Monitor and protect hardcopy data with ease

In today’s digital world, most security efforts are focused on 

preventing external threats. But what about the malicious 

and non-malicious breaches that are occurring internally? As 

information is shared and accessed across a growing number 

of sources, the potential for insider threat is growing in size, 

scope and complexity.

That risk is especially present when it comes to your hardcopy 

information—those documents that are accessed, shared or 

received from your Lexmark multifunction printers (MFPs). 

Lexmark Secure Document Monitor (LSDM) lets you seamlessly 

monitor that hardcopy data for increased visibility that makes 

it possible to investigate, protect and prevent costly breaches.

Paper: A forgotten vulnerability

When it comes to protecting sensitive information from insider 

threats, many organizations think first about securing their 

digital systems and channels—their networks, servers and web-

based sources. But leaving the hardcopy portion of your data 

out of your security strategy can be a costly mistake. In fact, 

61 percent of large enterprises admitted suffering at least one 

data breach through insecure printing.*

LSDM can help you fill in the gap of hardcopy security with 

technology that’s discreet, automated and connected to your 

existing systems. We make the challenge of identifying and 

stopping paper-related threats effortless.

Hardcopy monitoring made easy

Knowing when and how sensitive data is printed, copied, 

scanned or faxed can be especially difficult. And while new 

tools and devices are improving productivity more than ever, 

those improvements are also creating additional complexities 

that make it difficult to know exactly what information is being 

accessed and viewed from your devices.

That’s why LSDM resides on your Lexmark MFPs to monitor 

hardcopy documents directly from their point of origination. 

Our technology automatically captures the content of every 

document that passes through a device, and routes it to a 

DLP provider for review. You’ll have everything you need to 

investigate potential threats, at your fingertips.

Seamless integration for a more complete picture

We know that hardcopy data is only a portion of the 

information you need to collect and monitor in order to have 

full visibility and true insider threat protection. For maximum 

ease and efficiency, it’s important to be able to connect that 

hardcopy information with the digital data you’re monitoring.

LSDM makes it easy, with the flexibility to integrate with  

other monitoring solutions and data loss prevention (DLP) 

providers. Once hardcopy data is captured from your  

Lexmark MFP, it can be routed directly to your existing DLP 

provider or homegrown monitoring system. Or, if you’re still 

searching for a complete insider threat solution, we can take 

advantage of our partnership with Intelligent ID (IID) to enable 

end-to-end protection. By integrating LSDM with IID’s Endpoint 

ID, we can provide you with all the capabilities you need to 

capture and view all user and document data—both paper 

and digital—from one place, for a more complete picture and 

increased protection.

*Quocirca 2017 Report, Print security: An imperative of the IoT era
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The Lexmark advantage 

Lexmark considers the security of information and 

infrastructure a top priority, so our solutions and partnerships 

are intended to give you increased insight, reliability and 

protection. We know that no two organizations are alike, so our 

industry experts will work with you to determine where you are 

today and where you want to be tomorrow. Then, we’ll develop 

a strategy to get you there, collaborating with you every step of 

the way.

Superb technology. Proven industry expertise. Service beyond 

compare. That’s the Lexmark advantage. Learn more at 

lexmark.com/security.

About Intelligent ID

Lexmark has partnered with Intelligent ID to provide more 

complete content monitoring and DLP capabilities. IID’s 

solution, Endpoint ID, secures organizations’ business assets 

by continuously monitoring and alerting management to 

suspect events taking place anywhere an endpoint may 

travel. This includes data loss or theft activity, compliance

infractions, workplace liability issues, inefficient use of time 

and resources, infrastructure concerns, insecure file access, 

and more. By connecting Endpoint ID with LSDM, we can offer 

insider threat protection that includes information across 

your organization, regardless of source or point of access for 

next-level security.

   

LSDM: Hardcopy monitoring made easy

Lexmark Secure Document Monitor 

captures user data and content from 

every document that is printed, copied, 

scanned or faxed directly from the 

device for better, more immediate 

endpoint monitoring.
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