
Classified Incident 
Reporting

Security administration across your systems is critical and complicated 

because printed, copied and faxed documents pose a major risk. 

Whether you’re protecting classified information vital to national 

security or your organization’s trade secrets, it is important to investigate 

any intentional or accidental leaks or spillages immediately. 

When an employee mistakenly prints, copies, emails, faxes or scans 

a classified document on a multifunctional product (MFP) that is 

connected to an unclassified network it contaminates the MFP with 

classified information. This is known as an “Unauthorized Disclosure 

of Confidential Information” (UDCI) and must be reported to your 

organization’s information assurance office (or other designated 

department) immediately. If the incident is not reported quickly, the 

UDCI can be very difficult and costly to investigate. 

The Lexmark Classified Incident Reporting solution solves this problem 

by allowing employees who have mistakenly committed a UDCI to self-

report the incident quickly and easily directly from the Lexmark MFP. The 

MFP then submits a report to either a designated email address or to 

the optional Investigation Management workflow solution, and can be 

locked down remotely until the UDCI has been investigated and the case 

is resolved. Built on Lexmark’s Perceptive Content suite, Investigation 

Management can be used to manage the forms and reports that 

properly document the UDCI according to your designated security 

procedures. 

Real-time reporting

With Lexmark, users can report a UDCI as soon as it happens directly 

from the MFP, instead of scrambling to find a number to call or email 

contact to notify. The solution also allows users to return to the MFP at 

a later time to report an incident that occurred at a previous time or day. 

As an added precaution, the MFP screen saver display lets the user know 

whether the device is on a classified or unclassified network to help 

prevent UDCIs before they happen. 

Multiple ways to speed investigations

Classified Incident Reporting is easy to install on the 

MFP and supports multiple configurations for reporting 

and workflow based on your organization’s needs. 

Lexmark offers several versions of the solution to help you 

streamline reporting and investigations:

 } Classified Incident Reporting: Our standard offering 

allows a user to press a button on the MFP to report 

the UDCI and fill out a series of questions about 

the incident. An email notification is sent to your 

organization’s designated investigation group alerting 

them to the UDCI and to lock down the MFP so the 

investigation can begin. 

 } Classified Incident Reporting with optional 

Investigation Management: Our advanced offering 

allows a user to press a button on the MFP to report the 

UDCI and fill out a series of questions about the incident. A 

UDCI notification is sent to an Investigation Management 

workflow queue with the information captured from the MFP. 

The designated investigation group can use this optional 

suite to capture and store documents, assign tasks or alarms, 

or use other features such as digital signatures during 

the UDCI investigation. Users can also leverage analytic 

capabilities with Perceptive Content to help ensure that all of 

the required documents have been completed.

The Lexmark advantage

 } Reduce the risk of leaking classified information from 

a contaminated MFP on an unclassified network.

 } Increase the likelihood that UDCIs will be reported 

immediately. 

 } Enhance security and ease investigations with total 

MFP lockdown and user metadata. 

 } Speed response time with automatic alerts and forms. 

 } Easily customize MFP prompts and Investigation 

Management workflow to your organization’s requirements. 

Solutions for Goverment



Eric Smith, a Master Sargent in the U.S. Army, recently 

returned from deployment overseas. Halfway through 

copying reports for his superiors, Eric realizes that his 

document contains classified information and the MFP he’s 

using is connected to an unsecure network. 

1. Eric stops his copy job by hitting the “Stop” button and 

hits the “Incident Reporting” icon on the MFP screen.  

Once initiated, the verification screen displays his user ID 

and advises him to continue.

2. The screen prompts him to enter his name and confirm 

the date and device the UDCI occurred on. He also 

answers a few questions about the type of classification 

his report was: top secret, secret or classified. 

3. Eric submits the report and receives confirmation on 

the MFP screen that an email has been sent to the 

Information Assurance department and that he will be 

contacted soon.

4. The Information Assurance office receives a notification 

that a UDCI has occurred and requires immediate 

action. The email includes the information necessary to 

remotely shut down the device until corrective action 

can be initiated and managed through the optional 

Investigation Management workflow. 
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