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Absolute Visibility

Boost your endpoint visibility—on and off The work-from-anywhere era has given newfound significance to
endpoint visibility. As employees operate in this new work-from-anywhere
your corporate network. environment, alternating between campus and off-campus networks,

your IT team will be challenged with inconsistent visibility, which in turn
. affects their ability to support and resolve user issues. In addition, endpoint
"""" visibility is crucial because most attacks begin on endpoints used by

OOOOOOO

....... people — not the firewall or your servers. Typically, attackers gain control

......... over these entry points to the network through techniques like phishing;
“““““ from there, they can move laterally to access your servers.

..........

""""" Therefore, it's crucial to have visibility over all endpoints so you can identify

00000000000

........... issues before they escalate
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Harvest the Power of the Absolute Resilience Platform

That’s where Absolute Visibility™ helps, as it collects hundreds of data points about the endpoint’s
location, security posture, and hardware/software inventory. It provides analysis of software, Web
applications, and hardware utilization and identifies potential failure points, sensitive data, and
suspicious use patterns. You can view your entire device fleet from the cloud-based Absolute®
Console, which is part of the Absolute Resilience Platform. Leveraging the always-on connection

provided by Absolute Persistence® technology, which is embedded in more than 600 million devices
from leading system manufacturers, you can trust that you’re not missing anything. Whenever a user

attempts to alter or remove it, Absolute reinstalls itself, ensuring crystal-clear visibility.

Absolute Visibility ensures uninterrupted visibility and unprecedented granularity of data across

your endpoints, installed software, Web apps, and data — even if they’re off your corporate network.

Get the Truth from Your Devices, Apps, and Data

@ Report on Hardware Inventory Keep hardware inventory always accurate, optimize lease
management, and provide up-to-date reporting for governance purposes

@ Measure Device Usage ldentify and eliminate hardware waste, analyze usage patterns and
prove ROI, and validate expected user behavior

@ Reporton Installed Software Keep software inventory always accurate (e.g., versioning),
optimize license distribution, as well as detect and eradicate shadow IT

@ Gain Insights into Web App Usage Identify Web subscription utilization, analyze Web app
usage patterns and prove return on investment, and identify unauthorized or risky Web
application usage

@ Identify Sensitive Information on Devices Scan your endpoints for sensitive data like
financial information, social security numbers, Pll, PHI, and intellectual property to minimize
risk exposure and strengthen compliance posture

@ Assess Device Security Posture View device’s encryption and anti-virus/anti-malware status,
as well as detect any deviation in security efficacy to stay ahead of risks

@ Monitor Health of Critical Applications Identify devices on which mission-critical applications

are unhealthy or have been disabled, and initiate remediation based on findings

@ Track Device Location Minimize supply chain risk for devices shipped from the factory, locate

at-risk devices, as well as assist with device reclamation and locate devices during disasters

& Obtain Device and Security Insights Configure widgets, dashboards and reports aligned with
your IT and security policies

@ Leverage Al Query for tailored device and security information across your environment
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Visibility - Basic

2 Report on hardware inventory

Report and alert on hundreds of
hardware attributes, leverage pre-built and
custom reports, track new device activations
and connection history, and track the evolution
of offline devices.

Hardware ~
Mernory
CPU
CD-ROM
Sound Device
Camera
Display
Input
Modem

Memory
Metwork

* System Memory .ﬂ.

Memaory 1

Storage

ID Phyzical Memory 0

Manufecturer Samsung

Printing

Serisl number DO0OD0OD

Size 15.00 G5

USE Slot Channelf-DIMMO

Speed 26ET MHz

Twpee detail 128

Visibility

2 Report on hardware inventory

Report and alert on hundreds of
hardware attributes, leverage pre-built and
custom reports, track new device activations
and connection history, and track the evolution
of offline devices.

Track installed software
applications

o
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00

Assess installed software on your
devices to identify vulnerable apps or versions,
policy non-compliance, shadow IT, and
possible license non- compliance.

Understand Web usage
and Web app ROI

Determine your ROI for online tools
and subscriptions by comparing usage patterns
across your teams. Identify if devices are
accessing unsecure or inappropriate websites
or applications.

L@]J Assess device security

Report on encryption and anti-virus/
malware status across your device population,
monitor evolution of encryption status over
time.

Measure device usage

Assess average daily device usage
across different device groups to
detect under-utilized devices or anomalous
usage.

—] Monitor the health of
mission-critical applications

=

\—

Report on the health status of
mission-critical applications covered within the
Application Resilience catalog.

— Identify sensitive information
— A ondevices

— Discover sensitive data (e.g., PII,

PHI, company IP) across your device fleet and
identify devices that are syncing sensitive files
with cloud storage services.

Track and locate devices

O,

7,

\ See all yourenrolled devices, on and
off your corporate network.

)

Customizable dashboards

1]

Configure custom visualizations
to track current compliance status
and historical trends related to devices and
applications.

@ Leverage Al to query insights

/7~ \ Obtain tailored endpoint, security

and compliance information across
your environment by asking questions to the
Absolute Al Assistant.
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Looking for a Bigger Toolbox?

E While Absolute Visibility gives you a crystal-clear stream of data, the Absolute Secure Endpoint product portfolio offers you
additional service tier options that might fulfill further business needs. Check out Absolute Control, Resilience, Resilience for

Security, and Resilience for Automation to determine what service tier is right for you.

Absolute
Visibility
BASIC

Unbreakable visibility
into hundreds of
hardware attributes
across your device fleet:

What's Included
- Hardware Inventory

Absolute
Visibility

Source of truth for device
and application health.

What's Included

J

absolute.com

Device Health
Security Posture
Device Usage
Geolocation

Web Application
Usage

Endpoint Data
Discovery

Customizable
Dashboards

Al Assistant

Absolute
Control

Lifeline to protect at-risk
devices and data.

All Visibility
capabilities, plus

Geofencing

Device Freeze

File Delete

Device Wipe

End User Messaging

Remote Firmware
Protection

),

See Related Resources

Absolute
Resilience

Delivers application
self-healing and
endpoint recovery from
unexpected downtime.

All Control
capabilities, plus

« Application Health
« Application
Resilience

- Remediation Script
Library

« Investigations and
Recovery of Lost/
Stolen Devices

- Rehydrate

« Required
Applications

Absolute
Resilience for
Security

Seamless and proactive
patch management.

All Resilience
capabilities, plus

- Patch Management
« Third-Party

Application
Patching

- Patch Compliance
Reporting

[ MOST POWERFUL ]

Absolute
Resilience for
Automation

Remediation of security
vulnerabilities through
automated workflows.

All Resilience for
Security capabilities,
plus
« Vulnerability
Remediation

- Continuous
Monitoring

- Intelligent
Automation and
Workflows
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Frequently Asked Questions

What data is collected by the 'Visibility Basic' edition?
« It collects hundreds of hardware inventory attributes across categories such

as Memory, CPU, Storage, and more. For more information, see this article.

Does it collect location data or enable device tracking?

- No, location collection and tracking is available only with the ‘Visibility’
edition and other editions and must be enabled by an Admin through policy
settings.

Does it allow actions to be performed on devices - e.g., freezing, or
wiping?
« No, actions can only be performed on devices licensed to ‘Control’ or one of
the ‘Resilience’ editions.

How do | enable a device for the 'Visibility Basic' edition?

«  You follow the same procedure you used to install the Absolute agent and
enroll other devices. Once enrolled, you can then assign ‘Visibility Basic’
licenses to one or more devices as desired. For more information, see this
article.

Can | automatically assign newly enrolled devices with the ‘Visibility
Basic'?

« Yes, auto-assignment is supported by our License management framework.
For more information, see this article.

What if installer is run on device but a license is not assigned or auto-
assigned?

« The device will be still be enrolled with the Absolute service, persistence will
be activated, and the vulnerability will be remediated as a result. The device
will remain in an ‘unlicensed’ state until a ‘Visbility Basic’ or other license
is assigned to it. While in the ‘unlicensed’ state, a few hardware attributes
are collected to minimally identify the device but full Hardware Inventory
data collection will not be enabled until a Visibility Basic or other license is
assigned to it. For more information, see this article.

What group will enrolled devices be associated with?

« Allenrolled devices are associated with the Global Policy Group. You can also
use ‘Smart Groups’ if desired to assign automatically devices with a ‘Visibility
Basic’ license to their own using “Base license > Name is Visbility Basic” as a
filter. For more information, see this article.
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Absolute Security is partnered with more than 28 of the world's leading endpoint device
manufacturers, embedded in the firmware of 600 million devices, trusted by thousands of global
enterprise customers, and licensed across 16 million PC users. With the Absolute Security Cyber
Resilience Platform integrated into their digital enterprise, customers ensure their mobile and hybrid
workforces connect securely and seamlessly from anywhere in the world and that business operations
recover quickly following cyber disruptions and attacks. Our award-winning capabilities have earned
recognition and leadership status across multiple technology categories, including Zero Trust Network
Access (ZTNA), Endpoint Security, Security Services Edge (SSE), Firmware-Embedded Persistence,
Automated Security Control Assessment (ASCA), and Zero Trust Platforms.

Request a Demo
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