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Industrial-grade, highly secure, intelligent
TAA Compliant switches for superior
performance in mission-critical applications
running in harsh environments or

extreme temperatures.
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The latest generation of hardened Ethernet switches from Alcatel-Lucent offers a
wide variety of ruggedized industrial switches designed to deliver high-performance
for deployment in military, intelligent transportation, traffic control systems, energy
networks and other utilities, smart cities, video surveillance and other extreme
environment installations. Already proven in harsh environments and DOD combat
environments to support multiple government applications, the Alcatel-Lucent
OmniSwitch® family of industrial hardened switches delivers the capabilities required
to ensure federal and critical infrastructure networks have the security required to
meet today’'s challenges.

The OmniSwitch family serves critical needs in civilian and defense networks
supporting aircraft landing systems, nuclear power-plant operations, critical
navigation systems and high-quality, real-time video surveillance for both security
and new operational management models. Alcatel-Lucent OmniSwitches have been
embedded in federal networks for more than 20 years without a single security
incident being reported. Combined with the extreme durability of the OmniSwitch
(confirmed by multiple destructive barge tests), these performance characteristics are
just part of the reason the OmniSwitch is JITC Certified, on the DoD APL, and deployed
throughout the U.S. Navy fleet. The OmniSwitch also provides critical functionality to
support the development and deployment of a zero trust network architecture. These
OmniSwitch industrial switches are designed to support mission-critical networking
needs where durability and performance are essential and must operate at extreme
temperatures and meet stringent EMC/EMI requirements. This high-performance
rugged switch that can be stacked to form a virtual chassis to provide flexibility for
design and growth was developed to be deployed in harsh environments.

Industry-leading features such as Shortest Path Bridging (SPB) and our Intelligent
Fabric (iFab) auto-provisioning ensure a fast, scalable and cost-efficient roll out services
at the edge, saving customers time and money. The Alcatel-Lucent OmniSwitch
Hardened product family is designed with security, endurance, and simplicity in mind
to keep the network secure, connected and productive — whatever the environment.
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Why government customers
at all levels choose ALE

Alcatel-Lucent Enterprise OmniSwitch
products have been key components
of the Department of Defense
networks for more than 20 years,
providing high-performance, secure
and dependable networks while
ensuring simple deployment and
operations. Presence on the DOD
APL ensures a trusted solution by
the Federal Government and a key
reason why OmniSwitch products
are deployed extensively throughout
the U.S. Naval fleet. Alcatel-Lucent
OmniSwitches have been embedded
in federal networks for more than

20 years without a single security
incident being reported. OmniSwitch
capabilities include:

+ Security by default: Remote
access must be enabled by
administrator

OS supports Standards based
protocols: Providing flexibility and
investment protection

Network automation: Creating
an easy-to-deploy, easy-to-
manage network with tools like IoT
containment and Intelligent Fabric

- Licensing for features and
capabilities are included:
No software licensing to track

+ JITC NDcPP, FIPS, DOD APL
approved switches: All switches;
edge, hardened, core — use the
same secure level code

Protection from unauthorized
access: With IOT containment and
iFab

+ Multi-Layer security to the
device: With macro- and micro-
segmentation approaches to zero
trust security

Deep Packet Inspection:
Providing visibility to application
management

Single management system:
Across the entire network,
providing simplicity and flexibility


https://www.al-enterprise.com/en/solutions/shortest-path-bridging?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/solutions/intelligent-fabric?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/solutions/intelligent-fabric?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/switches#Hardened-Switches?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/switches#Hardened-Switches?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/switches?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link

The Alcatel-Lucent portfolio of hardened Ethernet switches, offers a wide variety of
ruggedized options including advanced Layer 3 switching with VPN capabilities such
as the Alcatel-Lucent OmniSwitch 6865 Hardened Ethernet Switch, Layer 2+ DIN
mountable Alcatel-Lucent OmniSwitch 6465 Compact Hardened Ethernet Switch, and
the cost-efficient, extended temperature Alcatel-Lucent OmniSwitch 6465T Extended
Temperature Ethernet Switch. All of these switches are designed to deliver long-term
high-performance even in the harshest environments.

The ALE portfolio of hardened Ethernet switches support IEEE 1588v2 PTP for the
nanosecond level precision timing required for industrial devices and applications.
They offer up to 75W of IEEE 802.3bt compliant Power over Ethernet (PoE) to support
new technology devices such as PTZ cameras, digital signage, as well as wireless access
points, card readers, sensors, and more.

The switches run on the widely deployed and field-proven Alcatel-Lucent Operating
system (AOS) providing reliability, performance, easy management, and advanced
system and network-level resiliency features.

These ruggedized switches are easy to deploy and offer out-of-the-box, plug-and-
play, zero-touch provisioning, network automation and disaster recovery options.
Simplified installation and service provisioning ensures fast, scalable, and cost-
efficient implementation. The switches offer virtual chassis technology to combine
multiple same family switches in a single entity for unified management and control.
All switches can be fully managed from the Alcatel-Lucent OmniVista® 2500 Network
Management System (NMS).
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Alcatel-Lucent Enterprise
Secure Code

With ALE, network security goes
beyond required standards with:

+ Secure Code: Providing
independent third-party
verification and validation source
code analysis, white box, and
black box testing searching
for vulnerabilities in external
interfaces

- Software diversification: ALE
software implements Address
Space Layout Randomization
(ASLR). Each switch boot
dynamically generates a unique
memory layout

- Secured delivery of products:
The ALE U.S. supply chain process
enables designation of OmniSwitch
models as TAA Country of Origin
(CoO) USA with all operational
software loaded in a USA based
facility. Additionally, the company
performing the Independent third-
party verification and validation
(IV&YV) testing retains the AOS
code after validation testing and,
over a secure connection, is able
to provide the software directly
to specific U.S. Government
customers.


https://www.al-enterprise.com/en/products/switches/omniswitch-6865?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/switches/omniswitch-6465?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/switches/omniswitch-6465t?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/switches/omniswitch-6465t?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/network-management-security/omnivista-2500-network-management-system?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link
https://www.al-enterprise.com/en/products/network-management-security/omnivista-2500-network-management-system?utm_source=digital-asset&utm_medium=pdf&utm_campaign=doc-link

We enable Federal Government
departments and agencies to:

- Support high technology mission critical
systems:

- Alcatel-Lucent OmniSwitch-based
networks are secure, autonomous,
self-adaptive, flexible and so durable
they have a lifetime warranty

- Intelligent Fabric (iFab) technology
automates the deployment of the
network, network elements and
devices

- IoT containment automatically
classifies and onboards IoT devices
and places them into secure
containers (virtual networks) based
on their permitted roles

Deploy highly secure and zero trust

ALE H a rd e n ed SWltCh es . based macro- and micro-segmented

networks

Advanced industrial PoE capabilities with support for HPOE (75w) * Provide resilient connectivity in harsh

Enables dual ring redundant architectures with two built-in 10 Gigabit SFP+ ports environments:

that support 10 Gigabits and 1000-X - Long-term reliability and durability
as evidenced by extended fleet use

IEEE 1588v2 PTP capabilities for precise, sub-microsecond timing requirements ‘ .
in navy ships

Virtual chassis feature: Connect up to 8 switches for redundancy and scalability . ‘
- Multiple destructive barge tests

confirm continued operability
in extreme conditions and

Scalable network virtualization architecture over standard Ethernet fabric using
SPB-M for bridging and routing services

Auto-fabric technology (iFab) simplifies installation and service provisioning circumstances
Operates at a temperature range from -40C to +74C, withstands shock, vibrations + Support high-quality real-time video
and industrial level EMI/EMC tests surveillance for security and operational
Convection-cooled fanless model for increased reliability, Mean time between management applications
failures (MTBF) and lower acoustics - Support a cost-effective and easily
ALE hardened switches are also used extensively in other applications such as managed wireless LAN architecture
transportation, healthcare, smart city, secure-safe city, network services providers, based on our:
hospitality, gaming, energy, public-use facilities, remote site support for government - Alcatel-Lucent OmniAccess®
operations, disaster recovery, temporary deployment stations, and containerized sites. Wireless LAN

- Alcatel-Lucent OmniAccess®
Stellar Wireless LAN

For more information about ALE Harsh Environment Data Networking
for USA Federal Government please contact us.

https://www.al-enterprise.com/en/contact-us

https://www.al-enterprise.com/en/industries/government/usa-federal

Learn more about our customer solutions.

https://www.al-enterprise.com/en/company/customers/nevada-department-of-transportation

https://www.al-enterprise.com/en/company/customers/transit-wireless
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